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EXCUSE ME, BUT
REAL PROGRAMMERS
USE BUTTERELIES.

iR 5

https://xkcd.com/378/
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Problem

Anonymous communicafion
even against very strong adversaries

Many users
Unstable connections



DC networks
(Chaum, 1988)
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Collisions

Multiple senders — Collision
Corruption — Refransmission
Wasted traffic  — Inefficient
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Collisions

Multiple senders — Collision
Corruption — Refransmission
Wasted traffic — Inefficient

%AD



Collisions

More users — More collisions
— More corruption
— More wasted traffic

WORSE
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Recap

DC networks:
Unconditional anonymity
Arbitrary messages
Many parficipants

High fraffic load
Collisions



24 /67

(O <S> «=>

DHa



25 /67

rezevrve

/ slot
/
| 1 2 3 14 15 16 1
100000
bt
00 000000]j000000|000000/000000/000000
"cl"edu'e



Collisions during reservation?
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Collisions during reservation?

Detectable Undetectable
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0 00 001000

000000 001000

not enouqh 3
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Tree-like collision resolution

with superposed receiving
Andreas Pfitzmann, 1990
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Existing algorithms

scales

Pfitzmann

# senders

disconnect

breaks

hides # senders

no

message collisions

none

£ DA
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Existing algorithms

scales

Pfitzmann

# senders

Chaum

# users

disconnect

breaks

unaffected

hides # senders

no

no

message collisions

none

frade-off
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Collisions during reservation?

Detectable Undetectable
001000 007000
008000 001000
0 00 001000

000000 001000

More slofs!
More birs! —  Footprint scheduling

o = E E z wace



34/67

Footprint scheduling

More bifs per slof

2 bits for now

More choices
Flip left / right / both bif(s)

—> defect more collisions



Alice: 10
Bob: 11
Charlie: 01
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Footprint scheduling

s slofs
s < # users

2 bifs per slof
ferate

Discuss for r rounds
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Disconnects
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Interleaving

Header: 42B
Payload: 8B
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Disruptors

commit fo PRNG seed
random checks
discard schedule

|]|]|]|]|][|E- I D

\check?
commit
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Existing algorithms

Pfitzmann| Chaum Siizrdpjir:g

scales |# senders| # users |# senders

disconnect| breaks |unaffected|unaffected
hides # senders no no passive
message collisions| none | frade-off | none”
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Existing algorithms

scales

disconnect

# senders

breaks

Pfitzmann

# users

Footprint
Chaum Scheduling

# senders

hides # senders

no

unaffected

unaffected

message collisions

none

no

passive

frade-off

*
none

peter@cryptojedi.org

moritz@post-apocalyptic-crypto.org
anna@mechanical-mind.org
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Traditional alg.

Collision resolution e
(slotted) ALOHA ____doesn’t scale

CS/\/\A Carrier Sense Multiple Access—\-;ne{{icient

Collision-free
Bit-map prorocols\

Tokens
\no anonymity
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ht

Pfitzmann's algorithm

Andreas Pfirzmann, 1990

Cleverly utilizes collisions
Scales with # senders
By design no undetfectable collisions

>11 min fo complefe

10,000 users
based on latency between major US cities

Breaks on d|sconnecr

/dud.inf. ubl/Pfit_88_| o _6.pdf



Optimization

#Slots
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Required rounds

# Bits per slot
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Optimization
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